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(54) PROGRAM DEVELOPMENT METHOD, PROGRAM DEVELOPMENT SUPPORT DEVICE 
AND PROGRAM PACKAGING METHOD 

(57)Abstract 

PROBLEM TO BE SOLVED: To provide a development 
environment of high security level for a key packaging 
system. 

SOLUTION: In a system having LSIs provided with 
secure memories, the LSIs having a common 
constitution are set to a "development mode" other 
than a "commodity operation mode" to develop a 
program. They are set to an "administrator mode" to 
perform development and encryption of a key generation 
program, and they are set to a "key generation mode" to 
generate various keys by executing the encrypted key 
generation program. 
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m$.M7a l±mmt7 x -X P A 2 Ttt, $f> 05Of-?7D-OJ:5IC, B£ 

*> > ns*^M/F5 0ftt> ; e-Ke/-'5r>'-9-4oicj;oT, ^Dy^AM^s 

gP20fCj;^Ts * £/« • XiW - * > 3 0 fc * ft fe 7 a * 5 A W 9 » * Jf V» T W 40 

* ft t n « . 

[ 0 0 4 9 ] 

ft UfcW^ftll (CCTIiEn c ($££81, MK1) ) , Sf?l*li!lg|fcSg2*liil«l ( 
CCfttC K ) T?Bg#ffc t fcP8^(tB 1 4) MM ( C t E n c (M K 1 , C K ) ) i: # 
lietiS, t?5^, *«§^fi. C©J:5fc*©W#fc¥ttfclB£?n*t»©T»ttJa:^. 
[ 0 0 5 0 ] 

*-©&, 7"P^7 AB8^{fc«ia S A 2 tfljfSnS, 0 6 it C ©70^5 AW^ftaass 
A207D-ft-F ( 07ttf-?7D-f*5 t £ 1\ ttSM^'J 1 0 0 fC*gi&*j<*ft 50 
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T^*, *9fc«nftiS«tEn c (&£$&. M K 1 ) , Enc (MKl, CK) « 
, »S*XH/F5p07;l/-«f52*ftl/T, ®®m®B®.m® 2 0 fc&Jgf 5 (S 

A2i) 0 f l/t, c©W9fl:**ifc«£j*«%, «4««J!«fS/-'iry"9-3 0lc||8* 

nfc:7 , ny72»i«#a*j8V''T«5u gt^jsgifctt 5 (SA22) . asm* 

y 1 0 0fc««StlT^ft¥S:O*t*^Dj'7Atl!t)ji*, Cft^S A 2 2Tfitl 
fc«£j«**/8VT»*fc L, WSS^tU 1 0 OlcWZ&ts (SA23) . « 6 fc » ftSP 
^'J 1 OO«¥iiDai«/0^7ilcMLT, HASHaiS7 0!CJ:^THASH 
ft S % ff V> , JHBLftHASHtt*»»^t'J 1 OOfcitiitt (SA2 4) . 
[ 0 0 5 1 ] 

/D?7AEnc (sssi^D^7i», &£$8i) fvmfcztiitm&i&m E n c (SI 

MKl), Enc (MKl, CK) t, 14*^0^7 AOH A S Hiiff, 4 

$ £ tl 5 o 

[ 0 0 5 2 ] 

F> 

t-KI D # T0 1J Ok*, •b*a7lS I lttM^jSt-KtefciK 5fe£ ^ - K 7 5 
yottfciSCT (SB0) , +-';i*1/->M)H1SBK gfcfiflttfa-Sgfftta 
S B ZKM'iitZ. 
[ 0 0 5 3 ] 

x*\s-$Wi&7 x~X P B 1 T-fi, *-^x*U-^JH3a»aS B 1 *fif * *i 20 

5 „ !8tiCO«!lS B 1 ©7P-f f-h, B 9 fc <fc B 1 0 ttf-^ 7D-tSS<, 

57 p a^72»SQ,Sg|55 1 tc *5V>TX/l/-gp 5 2#*a&teRjeSftTV>* 0 
[ 0 0 5 4 ] 

^7A@SiEn c (ya^7iifi, MK0) , Enc (MK0, C K) 
Wl»2 0O»^ilMSI/J?^jifc»St« (SB1 I) o f IT, C<0*9fc«nft 
7 , D^5A@WSI%,SI4fi!c-H«f^-'5r>-9-3 0{t|IS?nfc7 , D^9ABf#®^ffl^ 
tgf U l/a^i*!!***** (SB 1 2) . *te, ^ffi{li9S7x-XPB0te*J 
V>T&££nfc, Bg#{fc?nfcSI^^«l E n c (ft£«M. M K 1 ) . Enc (MKl, 30 

ck) «igSM»*8ia!tt 2 o on^Mttin u?;x 9 ic tt£ i, (sbi 3) , c<os§mt 
u msL&mzmz (sbh). 

[ 0 0 5 5 ] 

Wl^t'J 1 00fc*lHS*iT^fc. &£$®-?li#{fc£nfcli£$7ny7A 
Enc (ISS^P^A, 8i £ ) * , ft SB * * h I / F 5 0 ifi m* 5 7 P 9 7 Affl 
SS55 IOX*-»5-2tftlT, IBM 8111X13* 20 (ClZt)iity(SB15) o ^b 

WSfeBg^ftU, flg§<k?n?:«t)Syny7AE n c ( ®£ $ 7 o y 7 2* . 7 u >? =7 L 
IWi) ft 3 (SB 1 6) „ * L T > ft SM y 1 0 0 tc » £ & (SBI 7) . & fc 40 
, JHf^tU 1 OOtftKISnTV^HASHtt*, 7;l/-a$5 2£:f!-LT> -t: * a 7 * 
4& 'J 1 OOifflSl 3 lc|9:?g-r £ (SB18)„ 
[ 0 0 5 6 ] 

* fc s •b*a7^t'J 1 OOSttittl 3fc«M*tlftSI«*-F75yo«l*, CPU 

6 5 K J: ? T " 0 F F " fc R Jg T S (SB19), fit, t*a7 1 0Ol«* 
Hll 3t«»?tiT^8, B|^fk?nfcSI4figSIEnc (M£AM. MKl), Enc ( 

mki, ck) ^iits (sbi a) tkfcic, 1 o o ic s n r £ , 

*91t«nftlS«7 , Dy5AEnc (S4«|7"d^7A, «*j«*)*J:t;HASH 
**IHI*** (SB 1 B ) . 
[ 0 0 5 7 ] 50 
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ifl'5?!T7i-XPB2Ttt> S!fl ■ ^ffSUi S B 2 id^ff ftlS. 01 Mi CCD 
MS B 2 07D-f + - K 0 1 2*5 <fctf 0 1 3ttf-^7D-?$5„ C £1 t? % * 
— K I DtHSt-K75y(DtttJ;?ts ASP** h I/FSPSOtf^ffS^P^A 
g§ffimtxy^y 5 4«i#»fcR]|«hTv^. 

[ 0 0 5 8 ] 

$f, -fe*a7**'; 1 0 OS t&**BJfiii« 1 HcjS^?IXT^5, Bf^fb^nfc^D 
^7illlEnc (7 , Dy5iB*«» M K 0 ) , Enc (M K 0 . C K ) «IBSMft 

»saa»2ooie9«*»u^^#tRft-r* (sb2 o 0 ttT> c ©m#{b s nfc 

T$#U, ^P^vASWStfc^S (SB 2 2) , fcfc7D?92»H*«tt* 10 
I / F 5 0<D7n^7itlfffl»S§xy^y5 4©7*uy7iitI«»U^Xi!lc8S 
Jtl5 ( S B 2 3 ) o 
[ 0 0 5 9 ] 

^e©m, fl«M*y i o o ic&mz nx^tz, fa y ? Lmmm-wzmtisnrz®.*.®.-? 

D^AEnc (g4H7D^ 7 A, 7v Lm^®) »»*XH/F 5 Off* 
t5yny 7 AJaigP5 10^D^7A«^ffl«fxyj;>5 4 4^LT«§L, HAS 
HiS»gP7 0lcHKt>&#, HASHt^lStS ( S B 2 4 ) 0 fit, t©SSlftH 
ASHit, Hi7«iJ 1 0 ©iBttflltt 1 3te*ttS*lTV»fcHASH*fc*Jt«L 
, aftrtyo^^^tfayA/J+lT^ftV^Hifr^f iy*t« (SB 2 5) . HAS 
H ffl - & L T V> ft £ # ( S B 2 6 T* N o ) , fl. »;* * !) 1 0 0tet&lrt£tlTV>fc8t£fi& 20 
7d^7AE n c (g|£$7 p ^5 A, 7*D^7iIta) fcfl[i3*>I^ L, 8i©£$% 
*ffr« (SB27),-J ( HASHiff-tlTV^^i:? (SB26tYes) (i 

, fl^fro^itfff ton**© tjtjEUT, ^iEr^-txi^iwaiic j:*ffla**fT-r* ( 

S B 2 8 ) o 
[ 0 0 6 0 ] 

KtefcVTtt* X/l'-gP5 2££3&fcLT:/P7"7A£A73'r5> * >c « 7 P 
y7i»8f ffiBg^xy^y 5 4%t5aiclTBff {t?n/c^oy7i»%S^HA^t§ 

it ft # m ffi s ft « o 

[ 0 0 6 1 ] 30 

K > 

t- K I D ff r 1 OJ Otf, t*i7LS I 1 (il^t- Kfc*^ i^ty^-4 30 
fflfc^CT (SCO) x 7 a ? 9 ixBg^ft ASUS C 1 , ¥t^D^7i^?TliS C 2, 

7ny 7 Aig«!is c 3, t * & us :/ p y 5 a n ?t fla a s c 4**fi*a. 

[ 0 0 6 2 ] 

77^->3y7a^7A|l7i-XPCl-!»tt, MgP5 3££#jJ:LTs ¥«7" 
py7AHfTA&3SC2#fTfrn, 7 7"'jy-5'3y7Dy7AffiS%Sn5, i%?n 
/c77n-^3y7Dy7iti, KfiMtlM 00tfiffl2til o 
[ 0 0 6 3 ] 

Ty'jy-^syyDi'^ASgfl^i-XPC 2ftt, 7'P7*7A^f ItffllS C 1 «< 40 
Hfj?n5, 01 4iK©7"P7"7AHf<t«!lSC l©7D-ft-h, 01 5 & r- 

?7P-Tfes, si\ t*a7«'j i oomftffi&i 4 ic&mz titzx^mmmmt 

lTO»9(l!«ftft^D^7i«#lBiic (7"d^7A«tSi, MK2) , Enc (M 

K2, ck) ^mmumnmm&z o ic^mr^ (sci 1 ) « f u, c ©m^ft^n 

V^TltL, 7"a^7i«t8SH8 (SC 1 2) . * © & , §P * * 'J 1 0 0 »c £ 

Aft*«%ffi^TW9fku, ^sp^^-u i o otst&ty (sc i 3) o fl-gp* 

*-'J 1 0 0OIX(!)77*H-5'3>'7d^7AIc»1,T < HA S H 8 g gP 7 0 »C <fc ? T 
HASHjt35«rffV^ ItDLfeHA SHi^nSP^t'J 1 0 0icW2&tS (SC 1 4) . 50 
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[ 0 0 6 4 ] 

COiHSf^lci^T, ^D^7A«*iT«9«nft7^n-J'a >" 7 o ^ 7 A E 

iOHASHittf, £ $ ? n s . 
[ 0 0 6 5 ] 

#fc N 7!/'jy-5'Hy/n^7i>iS7i-XPC 3 TMi > 7 o 7 ^ a S C 3 

*^ff?'n, 77 y ^-s/ 3 >7n VyLT^v 97 i-xp c 4 B§*nt7u75 
LUfr ffla s c 4 ^ntf cne>«Dfflatt> dftittt-HttjitssisisDi 
, s d 2 fcw*Ta&*<DT?, BUBttfifcar*. 

[ 0 0 6 6 ] 10 
LS I 1 *©»ff*-K*S5«*-K*»6Hat-Klc**Typ^7i»H|gSB«k 

§ c t r t z o 

[ 0 0 6 7 ] 

■e, ^n^7AW5?f(ct»ti*a^nsct4< > ?S7n ^7 A © ft * *fr"T 

[ 0 0 6 8 ] 20 

Ol*Tli5<> 7- h 7*0^7 AfcJ; -3 Tf£fr Stl5©T?, ¥ £ 7 D 9 9 A © Bf % it * 

s 7d 91 A|5B%^tc4«W«!%»iens c fc*58£fc:l8ih boo, ^fffS c 

5, 

[ 0 0 6 9 ] 
<»*tttt*- K> 

t-FID* ri lj (Ofct, -tr*a7 L S I 1 tt«ft»tt*- K fc «K i^t- K7 

? 9<Dmicmuz (sdo) » 7p75asss«issdu ztctemn?- h &ms d 2 

[ 0 0 7 0 ] 30 

ffishn&y x-xp d 1 vn. 70 9? Ans«va s d 1 tfufr^tis. 01 6ttc©» 

ISD107P-flr-h 1 01 7feitf01 8ttf-^70-7fe5, LCfli, - 
K I DfcJtStt-K75yottJ:?T, flffi** h I / F gf 5 0tftt5 7o^7i»«l 
3135 5 ltefcV>T*/l'-»5 2tf*r$jjfC&j££ftTV>5o 
[ 0 0 7 1 ] 

«f<t«tifc7'D^5ABt« (ynyf Ai<ft, MKO) , Enc ( M K 0 , CK) 

*®&mm&mm®z o <on%m&m\'* s (sdi n . fit, c©8g 

^a^fflv^Ta^u, -?u 9=7 h®mm*®%> (sd i 2) . st, #j#Hig2:£7x-x 40 

PDOfcft^TRSSnft, «WSt^1««fcUTOB|^{t?n/-c7P^7A«W8iEn c 
(7Dy7Aft18, MK2), Enc (MK2, C K ) *tt{eaiEt£&9ffi 2 0 ©Bgl§ 

««*US'^^te»Sl/ (SDI 3) , COW^ffcSftfc?^^***** 

H^r^-^^-9-3 0(cH8?n/'c^n^7Ali§§l*ffl^TS§L > 7 P 5/ A # £ 

15 (SDH). 
[ 0 0 7 2 ] 

foi^ asm^u i oot«Kinn^, 7Dy 7 i*t*iT*'jft8tift7 7'jy 

-S/3y7o79AEnc (77*^-^3 V7u^7i>, 7P77A#W&)£ > flg|5 
*Xh l/F50*<tt87 , Dj'5iffll»S 10*;l/-gP5 2£frLT, IB&ttttllftl 
gg|52 0fcJ#9&ty (SD 1 5) . f IT, lRt)jiA/fcm#{kttirc77U^-i/3^7 50 
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tc7 7 V >r - is a a >f 1* E n c (7 7 V *T - is a > 7 u 7 5 L , 7 u 9 A @ # 81 
) £ * (SD1 6) . f LT, »»^t'Jl 0 0 fc « * a tr ( S D 1 7) . # fc , ft SB 
^t'J 1 OOt«lD«nT^ftHASHi*, 7>;U-g&5 2*fl'l/T> -fe * a 7 * IM 
OOillll 3fcSSt3 (SD 1 8) . 
[ 0 0 7 3 ] 

£ ft> t + a7«'J 1 0 OilfltWtt 1 3te«««nfcj|»t-K75^©fll*, CPU 
6 5 fc <fc T " 0 F F " £ fS 5£ f 3 (SD19)„ fit, -b + iT^t'J 1 0©lf ® 

Kl) , Enc (MK 1 , C K ) * MB f * (SD1A) ttfefc, W^t'Jl 0 0 fc 10 
tttt * ft T V» ft , Hfft?tlfc7^'jy-->3y^D^7i»E n c (77*y*--S/aV7* 
P ? 7 A . 7P^A#WSt) fcitfHA SHI%imt§ (SDlB)o 
[ 0 0 7 4 ] 

f & s , #**i»9{fc7*py5Atfs w9fcr**ffa**fr&H*r«fc:*e»*ftT, 

W&fc £ o TBg^fk? ftft7P ^7 LWX&Z tl3 C fc & t> , »Btt*fil±f*o *fc 

, j?-, Bg^sri&e. ft ftjf^-e *s*a*t5Wfi0ft#RB«sft* c ttotQ. ft* 

[ 0 0 7 5 ] 

£33, H St I D^IlcUTfT^Tt J:V\ -T&fr-S, -fe* a 7 L S 1 1 20 

mic, n gy « q * i Dzm^mmftut i,t*>* 3.7 * ^ y 1 otcustTtst, cos 

»'JiS7i-XPDl«^T 1 /-h^n^7AlcJ:^T, IS8£ftft@#IDfr£@ 
[ 0 0 7 6 ] 

Baiff7i-XPD2-?li, il«7 , -hjBaSD2«'llff*n*. 01 9(it©MS 
D2C7D-f-t-K 02 0*<tO'l2 1 lif-^7D-TiB2. £ £ V it , t-F I 
DkJ!8t-K77yo«l<:J:9T, I/F3i5 0tfSfS7"n^ 7 Al§| 

[ 0 0 7 7 ] 

s*\ -tt * a 7 * * y i o of *&#*tij«* i i teftttsft-cv*. tsmkt ftft7a 30 

^7AltaEn c (7P^7A©W§i, MK 0) , Enc (MK 0, CK) *85fg8ti8 
*»1»2 OOHf tfi»t/f XiffcRItS ( S D 2 1 ) o fit, C ©Bi§# Ik 2 ft ft 
7*P;/7A@Wgi*, St£$ • ]B«f^-y>"9-3 0te*«*ftft:/ny9AW9a*fl!v» 
T$#U> 7*ny5AB*r«*»* (SD22)„»fc7a?5A|B*rgUi, ftgP*X h 

I/F 5 0O7D!?7AS§fflS§tiy^y5 4©^njr5AI*««ttl/J'^*fc:RjE 
t5 (SD23) . 

[ 0 0 7 8 ] 

%<D'ik, t*i7«'J 1 0©»*&*>F5r««l 1 tettttS ftTVfcf*- * IB* I D * 
IBffittSl]lftlJItt2 0OSW I D«|l/ j ;7>fcRjlt5 (SD24) 0 £ft> CPU6 
5 fci -3 taSi^iJS U IBfBSI^gjiBSgp 2 0 ©a»tS)!W U^7N*JcgS:j£f S ( S D 2 40 

££$T* (SD26) „ 
[ 0 0 7 9 ] 

*<D'#, fl-SMty 1 0 OICjSi?ntV^c, 7*D^7A@taTSit{t3hft7 7'Jir 
-i/a^/D^AEnc (77n-S/ay7D^7A, 7a^ 7 AIti) ft 

I / F 5 0*^t57"n^7Ail81i5 1 (07n ^7 AS§ffl«ff xy 5 4 I 
^LT«f L, HASH»*W70fc8t!?i&* % HASH fit fcWHT* (SD27) C * 
IT, COmWLkH A S Hmts t + a?^* 1 ; 1 0 © jI ft M #1 3 2 ft T ft 

HAS HmtZittilL. 77''J•y-i'3>7*Dy7A^i!S!?^?nTV^4^ ( ^)b^^76^f 
x y * f * (SD28) . HAS HiB^-ltlTV^c i: # (SD29T'No) s ftSM * 50 
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y 1 0 0 (C tew £ ft T 7 7 U 7 - 5/ 3 y^P^^AE n c ( 7 7 >J >r — *S 3 7 7 P 7 
H, ^py^AH^Si) (Cffi3ft9& ts 7 7 V * - V a > ttfLfit & ( S D 2 A ) » 
-75", HASHitiJ'-SlT^ftV^t ( S D 2 9 ? Y e s ) ti, ft 6 © IE AM? ft 

fcfeotit^tT, 3pET»-tzn*w«ucisffla**ff'rs (sd2b) . 

[ 0 0 8 0 ] 

¥3fc7n^9A*fl15*-*Cfc*<T*ftV-*J:3lCs -fe * a 7 L S I 1 

[ 0 0 8 1 ] 10 

K *5 cfc tf«filbft*- FfcUV^Ttt, n»*6» 2 0 * 

[ 0 0 8 2 ] 

a*. *sus»«iTtt» * y 1 o o fc 7p ^ aw- * # «im fhtfet), ^as 
y-;n i ots t + iT^tu i oiciKitsnsmtittvttMsnT^sflt, c ft s> « 

frsnaiastisiiw^ftsnfcfci/Tfeffemiattft^. 20 

[ 0 0 8 3 ] 

&*K **M*JBT?tt. 7-h^D^7AlcJ;9T, ftjBl * $1 ff "T * *> © 1/ It * 
aqUtt 21 fttc|SS>ft5 £ Otli* < s ©SO-SPS fcfi^gp*, lofit iotHIrl 
Tt*$bftV\ fcfcbx fl.»fr6©»;RTttft < , 7*- h 7*0 ^ 7 At J; ? T®I%H 

[ 0 0 8 4 ] 
[««©»*] 

W±© «fc 5 fc*»iPifc J; 5 t s »*»*TW«l***tr-b*a7^ ; t';«*U, jbvbb 
Uiakl/TSV^CfcfcJloT, 7 , D^7Ai%lifcfclt5t+ 1 ';f^, fig** 30 

: a e © ib ¥ a m w ] 

11] *«BO*«»Btff«t*arLS I«llS^it7"D7?0TfeS. 
12] ilOt*a7LS I *JB^fcMI8feJ:tf Mfc©£tt©»ft*«*-HT**. 
13] ^-h7 , py7A©4ft«4JWiOi!iin?:^t7n-f t-hT^I„ 
!4] W»ISZ2<Df f -*7t3-T*5, 
15] «*/a«©W9fl:©f f -^7n-Ti6*. 
16] yn^7AiS§ftj!lIS A2O70-ft-H?i65 o . 
17] 7p ?7 AHg^Mg S A 2 ©x-2 70-T?&S„ 

18] «S«€-Kt6tt5*-yi*U-?Bj|fiIS B 1 07P-ft-h?$S 40 
19] *-5>x*l^-*«iB*JSSB 10f-*7P-T*«. 

11 0] * - s> x * u- * m itsaa s b i<Df-?7D-t$5 s 

ii 2] siwa-%RiaasB2©7 f -^7P-T*5 0 
11 3] si < ga-%fTiaasB2©x-^7P-T*5o 

II 4] i^^ - Klcfeit5yny7ABgf fcjiaiS C l<D7D-ft-l-f^5. 
II 5] 7P^7i»B|^{k«iasCl©7-^7P-T-fe5„ 

II 6] lSflifl!t-KlCJJW4yny5AJIKfilSD 1 <57P-f t - hT*«, 
II 7] 7"P^7AH8I!HS D10f-?7D-?fe§, 50 
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[0 18] fa ^7 ASiffliS D 1 Of-?7D-rJ5. 

Chi 9] m a n ft * - k t * »* § if ^ - h mm S D 2 © 7 a - f- \ - h T* $> & o 

[02 0] IS7-H5iiSD20f-?7P--efe5. 
[02 1] ii^7-h5aSSD2©x-^7D-TfeSo 
[02 2] ttXHttttSffiSS Z l ©7D-^t-h1?S5 0 

10 t*a7^'J 

1 1 «t&*.^BItiig 

1 2 8 *»**Br««»*&*7 5^ 

2 0 $&Stdtg&«g|5 

30 «4rt'J6«rS/-'5ry"9- 

3 1 €--FIDfSIAU^7X* 

3 2 B»9«9J«!Wy«ttU5>X* 
33 7D^Aflg*§@ 

40 - F t/ — T y V 

41 * — FID|&IAl/$>** 

4 2 Bg^a»J«»J?*8«!U^X* 

5 0 ft g|5 * 7> h I / F 
5 1 7"P y7AMigli 
5 2 X/U — ff 

5 3 mm® 

5 4 7*ny7ASffflJ§§i>^y 

5 5 r-^jtaagp 

5 6 X^-gf 

57 ayf >y«9'a§li»^xy';> 

6 0 7- h R 0 M 
70 HASH1S9 
10 0 » * * y 
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